LAW ENFORCEMENT & CRIME INTELLIGENCE MANUAL

CyNethra Pro Intelligence & Forensic Suite
Official Field Investigation Handbook & 50+ Tools Operating Guide (English)

I + CONFIDENTIAL » STRICTLY RESTRICTED TO LAW ENFORCEMENT & CYBER CELLS

CyNethra is India's premier automated forensic intelligence and OSINT investigation platform built exclusively for
Police, Cyber Crime Cells, and Intelligence Agencies. Interfaced with 1.78 Billion telecom records, 66+ Million Cell
Tower masts, MoRTH Vahan databases, and military-grade digital tracking mechanisms.

1. Telecom & Mobile OSINT Intelligence

Module / Capability Command Syntax Operational Description & Output

10-Digit Mobile Direct 9848022338 Queries 1.78B record database for subscriber
registered name, full residential address, circle,
and operator. Generates instant Case Dossier
PDF.

/osint /osint 9848022338 Retrieves CAF telecom registration, indexed
social media handles, email cross-links, and
alternate contacts.

[true /true 9848022338 Crowdsourced caller directory lookup, spam
probability score, and community tags.

[carrier /carrier 9848022338 Live network carrier (Airtel/Jio/VI/BSNL), telecom
circle, and Mobile Number Portability (MNP)
routing status.

/hir /hlr 9848022338 Real-time Home Location Register ping to
determine if SIM is online, switched off, roaming
circle, and IMSI prefix.

[names /names Ramesh Kumar Guntur Correlates suspect name and city/jurisdiction to
unearth all associated phone numbers.

[imei <15-digits> /imei 867543048912345 Decodes brand, model, commercial name, TAC
allocation, and radio bands.

Ivn /vn +918001234567 Detects if a number is a standard GSM carrier or
a virtual VolP/cloud PBX number (Twilio, Skype,
etc.).
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2. Cell Tower BTS & Nodal LBS Triangulation

Module / Capability

LBS SMS Direct Parser Paste raw
[tower /tower 404
[triangulate ... /triangula

1042:22102

Command Syntax

Nodal SMS

070228304778

te 1042:22101

3. Digital HoneyTrap & Satellite GPS Tracker

Operational Description & Output

Automatically parses MCC, MNC, LAC, Cell ID,
Azimuth, and distance from telecom nodal SMS.
Renders map link & beam azimuth.

Pinpoints exact tower mast GPS coordinates, site
address, and antenna bearing from 66M mast
database.

Calculates overlapping signal zones from 3
adjacent cell towers to estimate suspect
presence area.

Module / Capability

[trap [url]

g Confirm Identity (Selfie Capture)

[traplist

[traphits

[stoptrap

Command Syntax

/trap Case_104_AP
https://youtu.be/xyz

Citizen verification
button

/traplist

/traphits tr_d8eb7f7531

/stoptrap all

4. Vehicle RC & Transport Forensics

Operational Description & Output

Generates an encrypted video/notice
decoy link and QR code. When opened
by suspect, secures satellite GPS lock
(x5m precision) directly to bot.

Client-side compressed selfie
verification uploads suspect face photo
and device hardware specs (GPU, RAM,
Cores, Screen) immediately.

Displays all active honeytraps created
by the officer and total recorded
visits/hits.

Full forensic dossier of all visitors on a
trap (IP, ISP, OS, browser, GPS
coordinates, timestamps).

Immediately stops alerts and deactivates
tracking links so no further unwanted
alerts arrive.

Module / Capability

Irc

/challan
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Command Syntax

/rc AP39AB1234

/challan AP39AB1234

Operational Description & Output

MoRTH Vahan dossier: Owner name, registration
date, hypothecation bank, insurance validity, and
PUC status.

Pending traffic challans, violation location,
photographic evidence, and virtual court status.
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Module / Capability

/crc

lerc

[ftag

[ftagtoll

Command Syntax

/crc MD625AZ12H1234567

/erc DH12345678

/ftag AP39AB1234

/ftagtoll AP39AB1234

5. Legal Summons & Forensic PDF Tracking

Operational Description & Output

Retrieves vehicle registration number and
complete RC dossier from chassis number.

Resolves engine number to owner identity and
vehicle RC records.

FASTag NPCI Tag ID, issuing bank, wallet status,
and active balance.

Toll plaza passage chronology, timestamped
highway transit history for suspect route tracking.

Module / Capability

[trackpdf [name]

lipc
& /bns

Command Syntax

/trackpdf Crime_104_AP
Ramesh

/ipc 420 or /bns 318

6. Cyber Crime, Dark Web & Banking

Module / Capability

lip

/domain

[leak

[leak360

lifsc

/pan

/gst

Command Syntax

/ip 103.211.201.5

/domain fraudsite.com

/leak 9848022338

/leak360 9848022338

/ifsc SBIN©001234

/pan ABCDE1234F

/gst 37ABCDE1234F1Z5

CyNethra Pro « Law Enforcement Confidential

Operational Description & Output

Drafts an official Section 91 Cr.P.C. / Sec 94
BNSS summons PDF weaponized with a silent
tracking beacon.

IPC to Bharatiya Nyaya Sanhita (BNS 2023)
concordance, legal definitions, and bailable/non-
bailable classifications.

Operational Description & Output

Public IP intelligence: ISP, organization,
VPN/Proxy/Tor exit node classification, and threat
score.

Resolves registrar, nameservers, historical IP
resolutions, and SSL certificate validity.

Audits compromised passwords and credentials
exposed in major international dark web data
breaches.

Comprehensive 360° deep web exposure
analysis across corporate and public breaches.

RBI bank branch lookup: Branch name, address,
MICR, and RTGS/NEFT/IMPS clearing codes.

Validates PAN format, issuing category
(Individual/Company/Trust), and IT department
validity.

GSTIN status, taxpayer trade name, legal name,
and registration jurisdiction.
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Module / Capability Command Syntax
[pnr <10-digits> /pnr 4521234567
/pin /pin 520001

Operational Description & Output

Indian Railways PNR transit details: Train number,
stations, coach, and berth allocation status.

India Post postal circle directory and delivery
post office hierarchy.

7. Bulk Investigation & Administration

Module / Capability Command Syntax

/bulkosint /bulkosint 9848011111 ...
/bulknames /bulknames 9848011111 ...
/bulkrc /bulkrc AP39AB1234 ...
/bulkimei /bulkimei 867543048912345
/bulkcgi /bulkcgi 404070228304778
/lang /lang

[referral /referral

/plans /plans

X, Official Assistance & Investigation Helpdesk

™ WhatsApp Direct: https://wa.me/917997187999 (+91
7997187999)

a8 Officers Group:
https://chat.whatsapp.com/li2sOVW;jCt8Aa5xsP1jlil
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Operational Description & Output

Batch queries up to 20 mobile numbers
simultaneously for rapid field screening.

Batch extracts caller directory identities across
multiple numbers.

Multi-vehicle registration ownership check in a
single batch.

Multi-handset TAC specifications and radio band
decoding.

Batch converts raw cell IDs to GPS coordinates
and addresses.

Opens interactive language selector (English,
Telugu, Hindi, Kannada, Tamil, Malayalam).

Generates personal officer referral invite link (+20
free searches per verified colleague).

Displays 30-day investigation pass (399/mo)
and token pack recharge QR codes.

% Telegram Support: https://t.me/Cynethra (@Cynethra)

£ Desktop Suite:
https://cynethra.online/download/cynethra-setup.exe



